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Abstract—The merging of Semantic Web technologies and the 
Internet of Things is originating the so-called Semantic Web of 
Things (SWoT), which promises to seamlessly integrate the 
real and digital worlds, to further enhance the available 
services in smart spaces and to increase the number of 
communicating users and objects. This paper presents a 
semantic content-centric framework enabling cooperative 
environments where resources can be discovered, queried and 
inventoried by autonomous objects in a peer-to-peer, 
collaborative way, without requiring a central control and 
coordination. Logic-based standard and non-standard 
inference services can be exploited in matchmaking and 
negotiation for service/resource discovery and on-the-fly 
reasoning, as well as for large-scale analyses. Features of the 
proposed approach are detailed and discussed w.r.t. the key 
requirements and research challenges of next-generation smart 
cities and factory automation. 
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I.  INTRODUCTION 

The Semantic Web of Things (SWoT) is an emerging 
vision in Information and Communication Technology 
(ICT), joining the Semantic Web and the Internet of Things 
(IoT). While the Semantic Web initiative aims to allow 
applications to share, reuse and combine, even dynamically, 
information and services available in the World Wide Web, 
the IoT vision promotes the pervasive computing paradigm, 
envisaging embedded intelligence into ordinary physical 
objects, contexts and spaces. The goal of the SWoT is to 
integrate semantically rich and easily accessible information 
into the physical world, so connecting smart objects and 
digital entities. The SWoT vision has significant impact on 
human-computer (more generally, human-device) interaction 
models. It reduces the user’s effort in extracting/providing 
contextual information and the amount of data to be provided 
to the system. More decentralized and autonomous 
interaction patterns are possible, where devices extract data 
from objects deployed into the environment and 
automatically process them in a context-aware way, in order 
to better support the current activity of a user and satisfy 
his/her needs.  

Such a vision complies with content-centric (a.k.a. data-
centric) network approaches [8], where information, not 
network nodes, grounds the protocol design. The SWoT 
paradigm, nevertheless, requires autonomic capabilities in 
information storage, retrieval and management and 
particularly resource discovery becomes a pivotal feature. 
Current mobile information-centric discovery paradigms 

employ elementary “string matching” of encoded resource 
attributes, which results unsuitable for advanced applications 
and complex processes where data streams produced by 
smart objects in multiple contexts have to be aggregated and 
managed. 

In this paper a semantic-based content-centric framework 
is proposed, enabling cooperative environments where 
autonomous objects can be discovered, queried and 
inventoried without requiring a central control and 
coordination. The proposal includes a general architectural 
model bridging Mobile Ad-hoc Networks (MANETs) and a 
peer-to-peer distributed application-layer protocol for 
knowledge dissemination and discovery. Information is 
gathered through different identification and sensing 
technologies, and is exploited by inference engines and 
semantic-aware applications, in either pervasive or Web 
contexts, through a uniform set of operations. Ideas and 
technologies adapted from the Semantic Web vision allow to 
overcome the limitations of classical resource discovery and 
to provide robust knowledge-based stream analysis. Formal 
Knowledge Representation (KR) foundations and the Linked 
Data guidelines for information sharing [3] provide common 
vocabularies to describe resources and express requests. In 
particular, RDF (Resource Description Framework) is 
adopted as language for resource annotation w.r.t. RDFS 
(RDF Schema) domain vocabularies (ontologies). That 
allows semantic-based applications to leverage querying and 
reasoning tools, grounded on formal logics, originally 
conceived for the Semantic Web. The underlying logic-based 
framework allows standard and non-standard inference 
services to be exploited both (i) in matchmaking and 
negotiation for pervasive on-the-fly service/resource 
discovery and (ii) in semantic stream reasoning for large-
scale information analyses. 

The remainder of the paper is organized as follows. The 
next section surveys relevant related work, while Section III 
outlines motivation and possible application scenarios. 
Section IV describes the proposed framework focusing on its 
architecture and on information dissemination and resource 
discovery mechanisms; early experiments are also presented. 
Before conclusion, Section V discusses the preliminary 
application of the proposed theoretical model: particularly to 
address main technological challenges outlined in [10] for 
smart cities, and exploitation in a next-generation factory 
automation scenario. 

II. RELATED WORK 

The SWoT vision requires decentralized and 
collaborative middleware solutions, not only to support 



resource/service discovery and utilization, but also to 
characterize information with contextual meta-information. 
Several hierarchical DNS-like service infrastructures have 
been proposed to resolve object IDs. Nevertheless, they are 
basically designed to provide access to simple object data, 
lacking semantically rich and accurate information. Other 
solutions in literature [4] [15], although more oriented to 
semantic information management, rely on centralized 
brokers for registration and discovery of information 
resources, and consequently suffer from scaling issues. In 
[5], Christophe proposed an approach based on the Web of 
Things, where ontological models describe resources and 
their relationships, and a given framework was able to 
process them. Additionally, in [6] the usage of those 
ontological models to improve retrieval of resources in Web 
of Things environments was outlined. Similarly, in [17] a 
proposal is made for linking physical entities to online 
semantic information sources. Such approaches, even if 
distributed, still lack autonomic and local reasoning 
capabilities. The framework in [18] for semantic-based 
resource discovery is closely related with the present paper, 
as it also proposes a decentralized collaborative paradigm, 
even if based on a direct reuse of traditional Semantic Web 
technologies not optimized for pervasive computing 
environments.  

All the above approaches aim to enable on-the-fly 
object/information discovery in pervasive computing. This is 
not enough for next-generation applications of pervasive 
computing (including supply chain management, smart cities 
and grids, factory automation and so on), which require also 
a continuous processing and mining of large-scale streaming 
data collected from metering and sensing devices in the field, 
in order to infer context or detect events and trends. Data 
Stream Management Systems (DSMSs) were deeply 
investigated in the last decade in order to support continuous 
queries over data flows. The majority of current DSMS 
solutions are based on extensions of the relational data 
model. They usually characterize each data record via trivial 
taxonomies of property categories defined on a per-
application basis. This makes current DSMS unsuitable to 
systems that must integrate and analyze data coming from 
many heterogeneous sources. Hence, Semantic stream 
processing approaches have been proposed recently to infer 
information from RDF data streams, augmented with 
temporal properties. They are based either on: (i) 
timestamping RDF statements and extending SPARQL 
query language and engines to support continuous query 
processing [1] [2] [12], or (ii) using a SQL-like language, 
reformulating RDF entailment rules as SQL queries and 
using a tuple-based DSMS stream processor to execute them 
[19]. All the above solutions are limited to the simple 
entailment regime of RDF, therefore cannot support more 
advanced inference services. In [13] a framework was 
introduced to provide a compact representation of large 
concept streams and to find informative commonalities in 
them via non-standard inference services. It was applied to 
automated pattern analysis and trend discovery in supply 
chains, where semantic-enhanced RFID allowed storing a 
semantic product annotation directly on good’s tags. 

For what concerns infrastructure and protocols, the 
present paper shares core ideas with other information-
centric approaches for general-purpose computer networks. 
In [16] current challenges of node-centric networks are 
discussed: at present, issues are addressed by applications on 
a case-by-case basis, although they could be solved in a more 
effective and efficient way by holistic information-centric 
network models. Moreover benefits of content-centric 
frameworks are analyzed in [11] from the energy efficiency 
standpoint, a relevant aspect in mobile networks. Most 
information-centric paradigms use route-by-name for 
resource discovery and routing [9]. Among them, CCN 
(Content-Centric Networking) [8] provides a practical 
approach deeply integrated within IP routers. Further notable 
features are end-to-end security and the exploitation of the 
broadcast property of wireless channels, which makes the 
protocol suitable to MANETs. Nevertheless some open 
issues remain. Primarily, the unique name of each CCN 
packet is a binary string with a hierarchical structure [8], so 
that resource discovery based on meaningful properties 
related to actual resource content is not possible.  

III. MOTIVATION 

The overall goal of the SWoT is to allow resources (e.g., 
objects, places, events, phenomena) to be easily and 
exhaustively described by means of semantic data stored 
within an associated tag or sensor. Each resource annotation 
is expressed using Semantic Web languages and reference 
vocabularies (ontologies), these latter being based on 
Knowledge Representation (KR) models and formalisms. 
Such an approach provides tangible benefits ranging from 
several fields and applications, like the management of 
supply chains or of the life cycle of industrial products, and 
including: accurate description of raw materials, components 
and processes; improved item tracking; support of u-
commerce (ubiquitous commerce) and integration of 
knowledge discovery and reasoning into home and office 
appliances without expensive investments in infrastructure. 
Furthermore, the underlying logic-based framework could 
support management and analyses on large concept streams 
through inference procedures. A compact but semantically 
rich description of relevant entities and processes could be 
exploited for fully automated mining, pattern analysis and 
trend discovery, based on informative semantic 
commonalities [13], which is essential in complex system 
monitoring scenarios [10]. Anyway, the SWoT paradigm 
implies the following technological challenges: 

1. Knowledge-based systems conceived for fixed 
networks are hardly adaptable to mobile and pervasive 
computing environments, which are characterized by 
dependency on context, severe resource limitations and 
mobility of users and devices. Approaches based on 
centralized control and data storage are impractical in such 
scenarios, where each mobile host can access information 
only within its wireless communication range. Pervasive 
computing needs a decentralized and collaborative 
coordination among autonomous mobile hosts. 

2. A significant requirement for novel SWoT frameworks 
is to preserve backward compatibility with respect to 



standard identification and sensing technologies, thus 
allowing legacy applications to co-exist with new services. 
Similarly, a key requirement for the practical adoption of 
novel information-centric networking approaches is 
interoperability with standard protocols at the network and 
transport layers [8].  

3. The adoption of XML-based Semantic Web languages 
to describe domain vocabularies and to annotate resources 
requires information compression for efficient data storage 
and management in mobility. Extensively applied 
compression techniques provide overall benefits because 
they decrease data size, improve bandwidth utilization, and 
reduced energy consumption [7].  

IV. FRAMEWORK 

Figure 1 sketches the architecture of the proposed 
framework. The ubiquitous Knowledge Base (u-KB) layer 
provides common access to information embedded in 
semantic-enhanced devices and sensors in the environment. 
Internet Protocol (IP) is exploited for basic addressing and 
routing in local networks (typically wireless and ad-hoc) and 
internetworking (i.e., wide area networks and the Internet). 

In order to support both semantic annotation exchange 
and backward compatibility, each mobile identification and 
sensing technology requires a semantic support micro-layer 
for adapting it to the framework whose technical details 
depend on the specific protocol(s) to be adapted (see [7] for a 
description of the integration of Bluetooth Service Discovery 
Protocol and EPCglobal RFID). 
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Figure 1.  Ubiquitous Knowledge Base (u-KB) framework. 

Applications use the information-centric network to 
disseminate and discover knowledge resources, upon which 
they can execute logic-based queries and reasoning services. 
Mobile hosts with embedded reasoning engines [14] enable 
ubiquitous semantic-aware applications, while gateway 
nodes can use the same protocol primitives to expose 
annotated resources towards remote hosts and to forward 
remote requests inside the local network, so enabling 
integration with the Semantic Web and Linked Data [3]. 
Ubiquitous and Web applications have substantial 
differences in terms of functional, performance, and 
architectural requirements. The u-KB layer provides common 
primitives for resource discovery in both cases. Indeed, local 
reasoning services can be exploited in pervasive computing 
where ad-hoc networks provide the communication 
infrastructure and mobile handheld devices with moderate 

computational and storage capabilities act as network nodes. 
On the other hand, remote reasoning services can be used for 
stream analysis of large amount of data coming from field 
devices dipped into an environment.  

The peculiarity of the proposed u-KB framework is to 
unify the information representation and access mechanism 
so that, by simply selecting proper inferences, multiple goals 
can be pursued: different implicit information can be derived 
starting from available explicit object descriptions. 

 

A. Architecture 

A classic Knowledge Base is composed of an ontology -
containing general conceptual knowledge about the problem 
domain - and a set of asserted facts, from which further 
entailed knowledge can be derived. In the proposed 
approach, the KB becomes ubiquitous: ontology segments 
can be managed by one or more hosts, while individual 
resources are scattered within a smart environment 
physically tied to devices deployed in the field. Since several 
object classes, described w.r.t. different ontologies, can co-
exist in a physical space, they share the system 
infrastructure. Nevertheless, each individual resource 
annotation refers to an ontology providing the conceptual 
knowledge for a particular domain. Ontology Universally 
Unique Identifier (OUUID) codes [13] are adopted to mark 
ontologies unambiguously and to associate each individual to 
the describing vocabulary. OUUIDs are preferred to URLs, 
suggested in Linked Data best practices [3], because URLs 
are generally much longer than OUUIDs introducing 
overhead in bandwidth-constrained mobile ad-hoc networks 
targeted by our framework. Moreover OUUID is easily 
mapped to data types for resource class identifiers used by 
most standard mobile discovery protocols. However 
ontology access is still granted by means of OUUID-to-URL 
mapping mechanisms [7]. In detail, each resource is 
characterized by:  

 96-bit ID, globally unique item identifier (e.g., the 
96-bit EPC code for RFID tags or the 64-bit MAC 
address for ZigBee sensors);  

 64-bit OUUID;  
 a set of attributes that allow to integrate and extend 

logic-based reasoning services with application-
specific and context-aware information processing;  

 a semantic annotation, stored as a compressed RDF 
document fragment.  

In order to compress RDF annotations, a homomorphic 
scheme for XML documents is adopted, enabling query 
processing directly on compressed annotations, without full 
preliminary decompression.  

The overall architecture is basically a two-level 
infrastructure (see Figure 2). Pervasive identification and 
sensing technologies are exploited at the field layer, while 
the discovery layer is related to the inter-host 
communication. Each network host acts as a cluster head for 
field devices in its direct range, using available 
communication interfaces (e.g., RFID, ZigBee). It is worth 
noting that the proposed approach is fully decentralized.  



In short, the information-centric framework is based on 
four interaction stages:  

1. extraction of object parameters (carrying object 
characteristics from the field to the discovery layer);  

2. resource information dissemination (to make nearby 
nodes fully aware of the “network content”); 

3. resource discovery based on a peer-to-peer 
collaborative protocol;  

4. extraction of selected resource annotations (to carry 
semantic-based descriptions from the field to the 
discovery layer) for queries and reasoning. 

In stages 1 and 4, the semantic support micro-layer of 
each field technology (e.g., RFID, ZigBee) allows to embed 
in, and retrieve from, pervasive objects machine-
understandable information. It translates data structures and 
primitives between the uniform resource characterization 
outlined above and the technology-specific formats. This 
allows heterogeneous micro-devices at the field layer to be 
represented homogeneously at the discovery layer. 
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Figure 2.  Field and Discovery layers in the u-KB framework architecture.  

B. Information dissemination 

An efficient dissemination protocol is a crucial element 
to balance network usage and effectiveness of resource 
retrieval. Address and main characteristics of each object are 
advertised by the related cluster head, using small-size 
messages. To this aim, resource providers periodically send 
advertisement messages to inform, and detect the presence 
of, other nodes in their direct range; each advertisement 
specifies the maximum number of hops it can travel. During 
a given lifetime, advertisements are forwarded in broadcasts 
and can be stored in the cache memories of intermediate 
nodes. A node that receives an advertisement extracts the 
resources’ information and, in case of “new” elements, stores 
them; otherwise verifies if the received information is more 
recent, or has run across a shorter path, and updates its cache. 
If the memory is updated and the maximum advertisement 
hops has not been reached, the advertisement is forwarded; 
differently it is silently discarded. This simple mechanism 

ensures that each node in the network sends the same 
advertisement at most once. 

C. Resource discovery 

The discovery procedure occurs in two steps to avoid an 
uncontrolled flooding and wasting of bandwidth and power. 
The first step is syntax-based and aims to select resource 
descriptions potentially relevant for the requester via OUUID 
matching and contextual parameters evaluation. When 
starting a resource retrieval process, a node generally 
attempts to cover the request by using its own cached 
information. If some semantic description is missing, it can 
be retrieved in unicast using specific Request messages. On 
the contrary, if a node has no (or not enough) cached 
information, it can send a Solicit message with a given 
maximum travel diameter to get new resource locators. 
When receiving a Solicit, a node replies (in unicast) 
providing cache table entries matching the Solicit frame. If it 
does not have any information satisfying the Solicit, it will 
reply with a “no matches” message. During their travel, 
replies and Solicit packets are used to update the cache 
memory of forwarding nodes. Basically, the soliciting 
mechanism is analogous to the advertising one, exploiting 
controlled broadcast of request in an expanding ring fashion.  

The second discovery step is semantic-based and aims to 
select the best available resources. The requester downloads 
semantic annotations directly from the provider, so preparing 
the further reasoning and semantic query processing. This 
hybrid, on-demand approach has been chosen because 
semantic descriptions are needed only in the last discovery 
phase, whereas a preliminary ontology-based context-aware 
selection procedure is mandatory. In this way, the induced 
traffic is significantly reduced. 

D. Early experiments 

The proposed approach has been implemented and 
preliminarily tested using network simulators. Early results 
(full analysis not reported) showed that: (i) overall network 
load is acceptable; (ii) network traffic has higher correlation 
with the number of providers rather than requesters. This 
happens because advertisements are regularly sent in a 
proactive way by providers, even if there are no requests. 
Furthermore, the data dissemination protocol adapts well to 
increasing node mobility, when radio links are lost more 
often; (iii) the hit ratio is very high in general, with values 
above 90% in all tests; (iv) discovery time decreases as the 
number of clients increase. This is due to the fact that 
intermediate nodes cache the resource records, so reducing 
latency of later requests. Overall values are still slightly high 
w.r.t. the requirements of pervasive computing scenarios. 

V. APPLICATIONS 

Hereafter some considerations are presented about the 
potential adoption of the u-KB framework in two widespread 
smart environments. 

A. Smart city 

A brief assessment of benefits and limits of the proposed 
framework is provided here w.r.t. the key research 



challenges outlined in the position paper [10] for pervasive 
computing approaches aimed at smart city scenarios. 

1. Reasoning on stream data: the u-KB approach allows 
exploiting expressive background knowledge (ontologies) 
and to support non-standard inference tasks for stream 
reasoning [13], enabling more robust event/trend monitoring, 
identification and explanation as compared to the approaches 
mentioned in Section II. 

2. Knowledge representation and expressivity: the 
proposed framework aims at a careful trade-off between 
knowledge expressiveness and performance of inference 
services. Previous research and case studies on semantic 
matchmaking for on-the-fly resource discovery [7] and on 
inference services for semantic stream reasoning [13] 
showed that even moderately expressive logic languages 
such as  (Attributive Languages with unqualified 
Number restrictions) can adequately capture the semantics of 
relevant real-world scenarios. 

3. Data dynamicity: as explained in Section IV, the u-KB 
primary goal is to closely match the dynamicity of resources. 
On-the-fly materialization of a subset of the KB allows 
extracting only the information that is actually available and 
relevant to the context and user/application needs.  

4. Performance and scalability: performance was a key 
driver in the framework design: annotation language 
selection, information compression, protocol design and 
optimization, semantic matchmaking and reasoning 
exploitation. Preliminary results obtained in a medium-sized 
(about 50 nodes) ns-2 simulated test bed evidenced that: the 
overall network load induced by the u-KB dissemination is 
acceptable (about 0.4 kB/s per node); effectiveness of 
resource discovery is high (multiple resources were retrieved 
in over 90% of tests); discovery duration is slightly high 
(1.5-2.5 s) w.r.t. the requirements of pervasive computing 
scenarios; compact representation of concept collections 
allows scalable stream storage and reasoning. 

5. Data uncertainty: the u-KB model copes with the 
uncertainty caused by data noisiness and incompleteness in a 
straightforward way, by naturally inducing a graceful 
degradation of the QoS in discovery and inference, as 
Section IV reports. Further techniques to detect incorrect 
data and/or fill knowledge gaps can be added on top of the 
general framework, according to application-specific needs. 

6. Data privacy and security: the inherent locality of the 
u-KB model mitigates the risk of unwanted exposition of 
data outside the nearby physical environment. While no 
specific security feature is embedded at the moment, the 
framework leverages transparently the security features of 
the underlying identification/sensing technologies, if present. 
Finally, semantic-based summarization of concept streams 
can be fine-tuned to provide the required level of anonymity.  

B.  Factory automation 

Even if a concrete practical application of the u-KB 
model is an ongoing work, early analyses in a specific 
environment can highlight perspectives, benefits and issues 
of an extensive adoption of the proposed framework. 
Particularly, the EU FP7 IoT@Work project 
(http://www.iot-at-work.eu) aims at designing an IoT 

architecture that takes into account the needs of the industry 
with reference to factory automation systems. Specifically, a 
SWoT approach is devised, namely Plug&Work IoT 
focusing on most common communication issues, and 
attempting to improve both flexibility and reliability. 
Specific features being explored and developed are related 
to system’s auto-configuration and security improvements. 
In what follows some project’s related details will be 
provided in order to make clear as it can be a preliminary 
proof of concept for the theoretical framework outlined 
above. 

An IoT@Work enabled factory shop floor should reduce 
operational and capital expenditure in automation issues. By 
transforming automation devices into Internet-enabled 
things, the plant engineers and maintainers will not take care 
of configuring each component/element/line/plant during 
design and commissioning phases. Particularly, the 
IoT@Work Directory Service (IoT@DiS), a RESTful 
service, acts as an access point for semantically enriched 
information about production units and devices deployed in 
the shop floor. The system is designed in such a way to also 
support an easy to use access mode simply targeting the 
device about which you need information, using a handheld 
(smartphone, PDA, tablet, etc.) and exploiting semantic-
based deductions.  

  
Figure 3.  IoT@Work Directory Service 

The IoT@DiS manages RDF compliant semi-permanent 
information (as usual for a directory service) related to 
entities in the production environment. Some of them are 
stored within its graph oriented database, while others are 
dynamically acquired querying shop floor devices via 
SNMP (Simple Network Management Protocol) or OPC UA 
(OPC Unified Architecture) services. Ad-hoc services in the 
shop floor network are in charge of discovering new devices 
and supporting their configuration. Such services also notify 
the IoT@DiS about the detection of new devices (see Dev. 
Discovery Notification in Figure 3). The IoT@DiS 
component still retains its role as a common access point to 
a set of information relevant for end-users (e.g., workers, 
supervisors, maintainers, etc.), as well as for production 



related services that need to acquire semantic annotations 
about entities in the production plant. It can therefore be 
considered as an intermediary/gateway between the shop 
floor and the application layer. The deployment of u-KB 
compliant solutions in the IoT@Work scenario adds 
flexibility to the basic Plug&Work IoT approach. Basically, 
the directory service acts as a knowledge layer to enable 
both resource discovery and their proper usage via a 
semantic-based matchmaking. On the other hand, devices 
and plant components simply exploit ubicomp features and 
wireless or wired communication in order to provide and/or 
obtain information useful for the plant working. 

VI. CONCLUSION 

An information-centric networking approach for the 
Semantic Web of Things was presented. This approach 
envisages a peer-to-peer, collaborative and dynamic 
framework supporting semantic information dissemination 
and resource discovery in pervasive environments. 
Information gathered in the field through different 
identification and sensing technologies can be exploited at 
the discovery layer for local on-the-fly queries/inferences or 
large-scale stream reasoning. Some applications are 
presented as proof of concept and to witness the 
effectiveness of the proposed approach. Experiments and 
evaluations can be carried out only on practical instances of 
the u-KB theoretical model: early results of experiments 
performed through network simulators are presented.  
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