How Dataset Characteristics Affect the Robustness of
Collaborative Recommendation Models
Yashar Deldjoo, Tommaso Di Noia, Eugenio Di Sciascio, Felice Antonio Merra∗
{yashar.deldjoo,tommaso.dinoia,eugenio.disciascio,felice.merra}@poliba.it
Polytechnic University of Bari
Bari, Italy

ABSTRACT

1

Shilling attacks against collaborative filtering (CF) models are characterized by several fake user profiles mounted on the system by an
adversarial party to harvest recommendation outcomes toward a
malicious desire. The vulnerability of CF models is directly tied with
their reliance on the underlying interaction data —like user-item
rating matrix (URM) — to train their models and their inherent inability to distinguish genuine profiles from non-genuine ones. The
majority of works conducted so far for analyzing shilling attacks
mainly focused on properties such as confronted recommendation
models, recommendation outputs, and even users under attack. The
under-researched element has been the impact of data characteristics on the effectiveness of shilling attacks on CF models.
Toward this goal, this work presents a systematic and in-depth
study by using an analytical modeling approach built on a regression model to test the hypothesis of whether URM properties can
impact the outcome of CF recommenders under a shilling attack.
We ran extensive experiments involving 97200 simulations on three
different domains (movie, business, and music), and showed that
URM properties considerably affect the robustness of CF models in
shilling attack scenarios. Obtained results can be of great help for
the system designer in understanding the cause of variations in a
recommender system performance due to a shilling attack.

Collaborative filtering (CF) recommendation models play a pivotal
role in online services in increasing traffic and promoting sales.
They are widely adopted by various e-commerce and consumeroriented services to recommend a whole range of items, including
products, music, movies, news articles, friends, restaurants, and
various others. Their key assumption is that users who shared similar preferences in the past will likely agree in the future as well.
Then, from an algorithmic point of view, these models keep track
of users’ historical behavior data (users’ interactions and stated
preferences) and find similar behavioral patterns to offer personalized new suggestions. Three decades of academic and industrial
research on recommender systems (RS), have resulted in many
variations of CF with demonstrated success in many real-world
applications [18, 51].
Notwithstanding their great achievement, CF can expose the
underlying system subject to threats from a robustness standpoint.
Their vulnerability relates to several factors: (i) the open nature
of these systems and their reliance on the so-called “wisdom of
the crowd” (i.e., what others think toward an item or group of
items to compute recommendations), (ii) their inherent inability to
distinguish genuine user profiles from fake ones. These leave space
for a third party to manipulate recommendation outcomes offered
to normal users through attack profile injection attack (aka shilling
attack) [19]. The motivation for such attacks is often malicious, e.g.,
personal gain, market penetration, and even for causing mischief
on an underlying system. For instance, fake social media accounts
could be created by an adversarial party to spread news articles
about a specific party or belief system or false reviews could be
provided about a product to promote (push attack) or demote (nuke
attack) awareness and reach to that product, and so engagement
with new consumers.
Previous studies [5, 28] have shown that a surprisingly modest
number of fake profile attacks (around 3%) mounted on CF models
are sufficient to manipulate a prediction shift up to 30%, signifying
the impact that such handcrafted attack profiles can have on faulting recommendation results. As CF models assist users in many
decision-making and mission-critical tasks, such non-robust measures could have far-reaching consequences, impacting peoples’
lives and leaving usability of RS questionable.
Prior researches in shilling attacks cover three main directions:
attack designs, detection algorithms, and defense strategies. We
provide a brief description of each direction here. Attacks toward
CF models were originally introduced in [44]. This research paved
the way towards a formal definition of several attack strategies
such as random, average, popular, bandwagon, and love-hate attacks [41]. Majority of these attacks, and the ones introduced later,
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INTRODUCTION

were not algorithm-agnostic and, depending on the task, they assumed some knowledge of the attacker on the confronted recommendation model (e.g., memory-based, model-based), recommendation outputs, properties of items (e.g., rating mean and entropy [32])
and even users under attack (e.g., group of users [10]). Detection
strategies aim to identify between attack profiles mounted on the
system from genuine profiles, e.g., by leveraging users’ properties [4, 55]. Robust algorithms attempt to diminish the influence of
known attacks mostly by implementing matrix factorization-based
models [53], or making use of users, and items, trust information [5].
To date, many research articles have been written on the subject
of shilling attacks on recommender models, which can be classified
in one of the dimensions outlined above. A common characteristic
of this literature is that the analysis of experiments orientates to
“win-lose” predicting scenarios, trying to find an answer to questions such as “Which attack models impact more the performance of
certain recommendation models?”, “Which amount of knowledge on
a specific recommendation-model is required for specific attack A to
influence recommendation algorithm B?”. Little effort has been made
on providing an explanatory study on which dataset characteristics impact the effectiveness of attacks. For instance, it is known
that RS performance can be affected based on the sparsity of the
dataset, meaning that a highly dense dataset can impact the quality
of CF models in ways that are different from a highly sparse dataset.
However, whether this data characteristic can have a similar impact
on the effectiveness of the profile injection attack remains far more
under-researched.
Motivated by this observation, the work at hand puts its attention outside the subject of proposing another attack strategy against
recommendation model, instead it focuses on the central question
“Given popular shilling attack types and CF models already recognized by the community, which dataset characteristics can explain
an observed change in the performance of recommendation?”
We present a systematic and in-depth analysis of the impact
of dataset characteristics for the robustness of CF by utilizing a
regression-based model. Via a large-scale experiment on three domains, we evaluate how three classes of data characteristics —rating
structure, rating value, and rating distribution— may influence the
robustness of CF algorithms measured in terms of stability metrics.
Our work most closely resembles the work done by Adomavicius
and Zhang [2], which studies the influence of rating data characteristics on the recommendation performance of popular collaborative
RS. Their work differs from ours because we utilize the explanatory
model to explain the variation in robustness of CF models (or effectiveness of attack strategies) with respect to data characteristics.
The contributions of this work are multi-fold:
(1) Modeling: we present a systematic, in-depth exploratory
research and analysis of the impact of dataset characteristics on
the robustness performance of popular CF models subjected to
famous shilling attack strategies. To investigate the relationship
between data characteristics and the robustness of CF models, we
use regression-based explanatory modeling.
(2) Data characteristics: unlike prior works on shilling attacks [5, 36], we validate the correlation between data characteristics and attack effectiveness on a suite of data characteristics
extracted from the user-rating matrix (URM), going beyond wellrecognized properties such as data sparsity.

(3) Experiments: we conduct extensive empirical analysis on
six popular attack strategies against three well-known CF models
across three real-world datasets. In total 97200 attack simulation
are conducted to solve the coefficient related to different explanatory regression problems (see Section 4). We rely on a statistical
significance test with informed p-value to validate the hypothesis
if the demonstrated set of data characteristics have an impact on
the final model output.

2

BACKGROUND TECHNOLOGIES

A recommendation problem can be defined as finding a utility
function to automatically predict how much a user will like an item
that is unknown to her.
Definition 1 (Recommendation Problem). Let U and I denote
a set of users and items in a system, respectively. Given a utility
function д : U × I → R a Recommendation Problem is defined
as
∀u ∈ U, iu′ = argmax д(u, i)
i ∈I

with iu′ being an item not enjoyed by u before. We further define
R ∈ R |U |×|I | as the user-item rating matrix (URM), where each
entity rui ∈ R represents a continues-valued rating assigned by user
u ∈ U to item i ∈ I. We denote with K the set of (u, i) pairs for
which rui is known and therefore |K | represents the total number of
ratings.
The solution to a recommendation problem heavily depends
on the selected utility function д —usually, but not necessarily,
a machine learning model— and on the information encoded in
the matrix R as well as on the way ratings are distributed within
the dataset represented by R. The open nature of URM makes the
recommendation problem vulnerable to the injection of malicious
users [19]. This injection, named shilling attack, is defined below.
Definition 2 (Shilling Profile). Let IS denote the selected item
set, IF the filler set, Iϕ the unrated-item set, IT the target item set,
and given a Recommendation Problem, a Shilling Profile (SP) is
defined as:
SP = IS + IF + Iϕ + IT
(1)
where IS contains items identified by the attacker to exploit the owned
knowledge to maximize the effectiveness of the attack, IF holds randomly selected items for which rating scores are assigned to make the
attack imperceptible. Iϕ includes items without ratings in the fake
user profile, and IT is the item is to push or nuke. The SP composition
varies based on attack strategies.
Table 1 shows the state-of-the-art explored attack strategies.

3

PROBLEM FORMALIZATION

In this section, we describe core contribution of this work, the
explanatory framework proposed to investigate the impact of data
characteristics on attacks’ effectiveness.

3.1

Independent Variables

This work focuses only on rating-based CF models as recommendation models confronted to/exposed with shilling attacks. CF uses
only the URM to compute recommendations. For this reason, all

Table 1: Attack strategies and their profile composition (push attacks).
IS

Attack Type
Items
Random [32]

IF

Rating

Items
Í

u ∈U |Iu |

∅

Love-Hate [36]

∅

Bandwagon [43]

(

Í |U |

u ∈U |Iu |

Í

u ∈U |Iu |

Í

|U |

u ∈U |Iu |

Popular [45]

|U |

Average [32]

max

(

−1

min if µ f < µ else min + 1

∅

u ∈U |Iu |

|U |

Í

u ∈U |Iu |

∅

P. Knowledge [42]

Í |U |

)/2 − 1

|U |

Í

u ∈U |Iu |

|U |

−1

max

Iϕ

IT

Ratings
−1

r nd (N (µ, σ 2 ))

I − IF

−1

min

I − IF

max

)/2

r nd (N (µ, σ 2 ))

I − IS − I F

max

I − IS

max

−1

r nd (N (µ f , σ f2 ))

I − IF

max

I − IS

max

∅

max

where (µ, σ ) are the dataset average rating and rating variance, (µ f , σ f ) are the filler item i f rating average and variance, and min and
max are the minimum and maximum rating value. r nd function generates one integer (i.e., rating) from a discrete uniform distribution.

the IVs representing dataset characteristics presented in this work
are related to URM characteristics and are inspired/taken from [2].
We categorize these features according to (i) structure of URM, (ii)
rating frequency of URM and, (iii) rating values of URM.
3.1.1 IVs based on URM structure. The IVs that describe the structure of URM are SpaceSize, Shape, and Sparsity. Computing these
IVs requires knowledge about the number of real users |U|, the
number of real items |I|, and the number of ratings |K |.
Definition 3 (SpaceSizeloд ). Given a Recommendation Problem,
we define SpaceSizeloд as in the following.
|U| · |I|)
x 1 = log10 (
)
(2)
sc
The scaling factor (sc) is a parameter that can be set to limit the range
of |U| · |I| into a small range. The log10 operation normalizes the
distribution of this variable.
SpaceSizeloд is a variant of the original SpaceSize, and it is introduced in [2]. It is noteworthy that it may affect the performance
of the underlying CF model and the mounted shilling profiles. For
instance, under comparable density values, higher URM SpaceSize
might imply a bigger chance of finding similar neighbor users or
items. Therefore, as both attack and recommendation models rely
on the identification of like-minded users (neighbor users) or similarly rated items (neighbor items), we deem URM SpaceSize to be
an impactful dataset characteristic on evaluating the performance
of shilling attacks applied on CF models. For instance, for the small
dataset generated in this work during the simulations, typical values
were in the range of thousands to millions with a wide variety. All of
this can impact the accuracy of the regression model’s coefficients
calculated. Similar to [2], we set sc = 1000 in this work.
Definition 4 (Shapeloд ). Given a Recommendation Problem, we
define Shapeloд as in the following.
x 2 = log10 (

|U|
).
|I|

(3)

Shapeloд can impact the effectiveness of shilling profile injection
attacks. For example, in domains where the Shape (U RM) << 1
(i.e., |U| << |I|) there are more candidate neighbor users than candidate neighbor items for memory-based CF models. This situation
might work in the advantage of user-based CF than item-based CF.
Moreover, under a similar number of ratings, changing the shape
implies changing the average number of ratings per item |R| ÷ |I|.

We conjecture that this circumstance may impact the performance
of CF under attacks since the construction of the shilling profile
is mainly based on altering the popularity of targeted items. The
logarithm transformation in Shapeloд is applied to normalize the
|U| ÷ |I| distribution (e.g., the minimum and maximum values
of shape in MovieLens dataset are (0.366, 30.039) before the log
transformation, (-0,437, 1,478) after the transformation.).
Definition 5 (Densityloд ). Given a Recommendation Problem,
we define Densityloд as in the following.
x 3 = log10 (

|K |
).
|U| × |I|

(4)

Data sparsity1 , which relates to data density, according to density =
1 −sparsity is a well-recognized issue in the community of RS. Data
sparsity refers to situations where the fraction of unrated items
significantly exceeds the fraction of rated ones, and not a sufficient
information is available for CF models to be trained and to make
predictions. The reasons for sparsity can be described by the fact
judging is a cognitively expensive task in nature; furthermore, in
some domains the size of the catalog can be huge with many unpopular or unseen items, and finally, the extreme case of cold-start
problem, where new users or items register in the system without
ratings [39]. Data sparsity can harm the performance of CF in different ways. For instance, it can reduce the chance of discovering
neighbors in memory-based CF because the possibility of having
co-rated items is lower in sparse URM. Model-based CF can suffer significantly from the sparsity problem to train [13]. A large
amount of research focuses on investigating and alleviating the
sparsity problem in CF recommender systems by proposing various
solutions [9, 22, 26]. In [15], the authors identify a potential impact
of dataset density on the effectiveness of shilling attacks.
3.1.2 IVs based on rating frequency of the URM. Another important
characteristic of a URM is the rating frequency distribution. The idea
is that in many real applications, a small number of items receive a
large number of ratings (short heads or popular items), while a large
number receive low or few feedbacks (long tails), causing the rating
distribution to be skewed. It turns out that the commercial profit
from recommending long-tail items is more significant than shorthead items [6]. However, these long-tail items have less chance to
be recommended since they have less historical feedbacks [40]. We
1 We

describe data sparsity since it is a more common term in the literature of RS, but
everything mentioned about sparsity related to density in a reverse manner.

examine this URM characteristic because in a very skewed situation
(e.g., few items with a large number of ratings), the possibility to
alter recommendations could be very low because popular items
will be recommended by themselves.
Definition 6 (Gini it em , Giniuser ). Given a Recommendation
Problem, let |Ki | be to the number of ratings received by the item i,
let |Ku | be to the number of ratings given by the user u, we define
Gini it em and Giniuser respectively as in the following:
|I |
Õ
|Ki |
|I| + 1 − i
(
)×(
)
|I|
+
1
|K |
i=1

(5)

|U |
Õ
|U| + 1 − u
|Ku |
(
)×(
)
|U|
+
1
|K |
u=1

(6)

x4 = 1 − 2
x5 = 1 − 2

We use the Gini coefficient that measures the concentration of
items, or users’, ratings to capture the rating frequency distribution.
The equal popularity (e.g., all users give the same number of ratings)
is represented with the value of the Gini coefficients to 0, while
the total inequality (e.g., only one user has given all ratings) is
represented with the value to 1.
3.1.3 IVs based on rating values of the URM. While the previous
dataset characteristics relate to the structure of the URM and the
distribution of ratings assigned to items, they disregard the actual
values of the ratings themselves. The most common statistics representing rating values are rating mean and rating variance. Similar
to [2], we disregard the overall rating means because most CF models involve a pre-processing step that centralizes the rating around
the mean rating value, effectively removing its effect. Therefore, we
study the effect of rating variance by investigating the following
measure.
Definition 7 (Stdr at inд ). Given a Recommendation Problem, let
r¯ bet the global mean value of the ratings in the URM, we define
Stdr at inд as in the following.
v
tÍ
|K |
2
i=1 (r i − r¯)
x6 =
(7)
|K | − 1
We investigate the possible influence of Stdr at inд on the robustness analysis motivated by the connection between high rating
variance and recommendation performance claimed by Herlocker
et al. in [24] and the linear and negative impact on the accuracy
performance reported in [2].

3.2

Dependent Variables

The dependent variable (DV) represents the effectiveness of the
attack on RS.
Definition 8 (Incremental Overall Hit Ratio). Let HR@k
ˆ
be the metric value before the attack, HR@k
the value after an attack,
the Incremental Overall Hit Ratio is defined as
ˆ
∆H R@k = HR@k
− HR@k
(8)
in which

hit(i t , UT )
(9)
|IT |
where hit(i t , UT ) is defined as the fraction of users in UT for which
item i t is present in the top-k recommendations [3].
HR@k(IT , UT ) =

Í

i t ∈IT

Evaluation metric for shilling attack effectiveness can be classified according to: prediction accuracy and stability. Recommendation accuracy measures if the actual rating predicated by the recommendation model was altered due to the attack. Recommendation
stability measures if the recommendation model recommends different products due to the attack irrespective of their actual rating
value [42]. The Incremental Overall Hit Ratio is a stability metric
introduced for the explanatory modeling analysis. We have also
performed the experiments for predictive accuracy (using the metric prediction shift [3]). However, due to space limitations, we plan
to present them in an extended version of this work.

3.3

Explanatory Framework

Statistical models can be used for two purposes: (i) explanatory
modeling (EM), and (ii) predictive modeling (PM). EM seeks to test
the “causal hypothesis” in a theoretical construct, which means
if a set of underlying effects measured by X are the cause for an
underlying effect measured by y. The goal of PM, on the other hand,
is to predict “new” or “future” observations given their input values
(X) [50]. Furthermore, (i), the model is carefully constructed to
support “interpretability” of the relationship between X and y, while
in (ii) the model is “constructed from data”. Prior works on shilling
attacks have been largely focused on a PM approach to improve the
predictive performance of attacks [4, 19, 42]. Instead, in this work,
we choose a different approach and adopt an EM approach to test
the causal hypothesis between underlying factors representing data
characteristics (X) and the underlying effect represented by attack
performance (y). Grounded on [2], we use a formal work based on
the regression model as a classical interpretable EM function.
Given a dataset d for a particular domain (music, business, and
movie), an attack strategy as identified in Table 1, a CF recommendation model д (item-based CF, user-based, and SVD), the goal is
to test the hypothesis whether the factors related to dataset characteristics measured by X (independent variables) can explain the
effect on the RS performance measured by y (dependent variable).
In our case, the dependent variable (as we will see in Section 3.2)
is represented by a metric able to measure the effects of a shilling
attack. A regression model is used to model the causal relationship
in the presented framework
yi = ϵi + θ 0 +

D−1
Õ
d =1

θd xd ,i +

C
Õ

θc xc ,i

(10)

c=1

in which C is the number of data characteristic factors, θc is the
regression coefficient of the c-th independent variable (IV) and
xc ,i ∈ R represents the value of the c-th independent variable
for the i-th training example, and yi ∈ R is the measurement
corresponding to i-th training example (the measured dependent
Í
variable). dD−1
θ x is a dummy term introduced only for the
=1 d d ,i
between-datasets analysis (cf. Section 4.2.2), whose role is to capture
information about dataset variation, where D is the number of the
datasets in the across datasets study, xd ,i is a binary (0, 1) dummy
variable representing whether sample i belongs to the dataset d or
not, and θd is the regression coefficient associated with the dataset
d (see [2] for more information).
In a more compact way, we have
y = ϵ + θ 0 + θd Xd + θc Xc

(11)

where under mean-centered data, θ 0 represents the expected value
of y (the performance metric under analysis), θd = [θ 1, θ 2, ..., θ D−1 ]
is the vector containing coefficients of the dummy variable Xd
related to the dataset of each training example, θc = [θ 1, θ 2, ..., θC ]
is the vector of the regression coefficient associated with the IVs,
and Xc is the matrix containing the independent variables values
(data characteristic values computed based on URM). We apply
the regression framework to address two explanatory analysis: (i)
within-dataset analysis and, (ii) between-dataset analysis presented
in the following.
Within-dataset analysis: The within-dataset analysis addresses
the task of analyzing the impact of URM characteristics for each
combination of datasets, type of attacks, and recommendation models. The regression coefficients in the linear explanatory model
are computed under the ordinary least squares (OLS) optimization
model. The OLS minimization problem is defined as
(θ 0∗, θc∗ ) = min

θ 0 ,θ c

1
∥y − θ 0 − θc Xc ∥22
2

(12)

Section 4.2.1 analyzes the regression model results for the withindataset analysis.
Between-dataset analysis: We extend the within-dataset analysis
explanatory model to a between-dataset analysis with the goal to
examine a domain-independent perspective about the impact of
data characteristics on the model output. The minimization problem
is defined as:
1
(θ 0∗, θd∗ , θc∗ ) = min
∥y − θ 0 − θd Xd − θc Xc ∥22
(13)
θ 0 ,θ d ,θ c 2
where the constant term θ 0 represents the reference dataset (in
our experimental evaluation we consider ML-20M) and the dummy
term θd Xd provides a binding to the other D − 1 datasets (i.e.,
Yelp and LFM-1b in our experiments) [2]. Section 4.2.2 presents the
regression model results for the between-dataset analysis.

4

EXPERIMENTS

In this section, we present experimental settings and the discussion
of the results.

4.1

Experimental Settings

Datasets: We conducted shilling attacks against CF models on
three real-world datasets, ML-20M [20], Yelp [21], and LFM-1b [49].
The datasets have properties that are considerably different from
each other — for instance, considering the domains and structural
properties of the dataset (see Table 2)—, effectively allowing us to
analyze and validate the experimental results under a diverse set of
data characteristics.
The ML-20M [20] dataset is a 20 million-sized version of MovieLens (ML) dataset. Each item (movie) is rated on a 0-5 Likert scales.
ML is among the most commonly adopted datasets for the offline
evaluation of RS, and ML-20M is the largest stable version among
different variations of the dataset.
The Yelp [21] dataset contains users’ ratings, reviews, and checkin on businesses (e.g., restaurants) collected from Yelp.com. We
used a pre-processed version of the dataset provided by [21] that
contains only integer rating values in the range (1, 5) assigned by
users to businesses.

The LFM-1b [49] dataset is a music domain dataset containing
more than one billion of listening events (e.g., playing a track of an
artist) fetched from January 2013 to August 2014 from the Last.fm
online music system. LFM-1b provides implicit feedback, user-artist
play counts, which were converted to explicit feedback into the
range (1, 5), following the procedure proposed in [33].
Table 2: The statistics related to the dataset used in this work.
Dataset
ML-20M
Yelp
LFM-1b

|U |
138,493
25,677
120,175

|I |
26,744
25,778
521,232

|R |
20,000,263
705,994
25,285,767

density
0.0054
0.0010
0.0004

Compared CF Recommendation Models: We studied the impact of data properties on the effectiveness of the attacks against
the following CF recommendation models:
User-kNN [29] computes the unknown preference score r̂ui for
user u and item i as an aggregate of the ratings of the users who
have rated item i and are most similar to user u.
Í
r̂ui = bui +

v ∈Uik (u)

dist(u, v) · (rv i − bv i )

Í

v ∈Uik (u)

dist(u, v)

(14)

where bui = µ + bu + bi , and µ, bu , bi respectively are the overall
average rating, the observed bias of user u and item i
Item-kNN [29] calculates r̂ui as an aggregate of the ratings of
the items, which are most similar to item i.
Í
r̂ui = bui +

j ∈Iuk (i )

Í

dist(i, j) · (ru j − bu j )

j ∈Iuk (i )

dist(i, j)

(15)

For the both above kNN approaches, we used the formulations that
adjust user and item effects — systematic inclinations for some
users to provide higher ratings than others, and for some items to
collect ratings higher than others items — subtracting biases (i.e.,
bvi , bu j ) from each rating [30]. We set number of neighbors k equal
to 40, and we used the pearson correlation as dist function.
SVD [31] uses matrix factorization (MF) model as the core predictor that factorizes the user-item rating matrix (URM) to learn users’
preferences by fitting the previously observed interactions. The
predicted rating is computed as rˆui = bui + qTi pu , where qi ∈ RH
and pu ∈ RH are the item and user latent vectors learned by the
model. We set the number of hidden factors (H ) to 100, the default
value in [27].
Shilling attacks strategies: We use six popular shilling attack
strategies in order to study the impact of data characteristics on the
performance of each attack independently: Random attack, Lovehate attack, Bandwagon attack, Popular attack, Average attack,
Perfect-knowledge attack. We provide the technical description of
each attack in Table 1.
Sample generation: Based on the regression-based explanatory
model formalized by Eqs. 12 and 13, the goal is to solve regression
model coefficients using characteristics generated from various
datasets with different structures and content values. Obviously,
the scale and diversity of datasets can have a large impact on the
accuracy of coefficients computed and more importantly on the
generalizability of final findings. Toward this aim, motivated by
the approach presented in [2], we adopt a sample (i.e., dataset)

generation strategy where for a given original dataset (URM), the
goal is to generate N different samples i.e., (smaller dataset urmn )
with different characteristics. The sampling procedure is specified
in Algorithm 1.
Algorithm 1 Sample generation procedure
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:

Input: URM
Results: N sub-datasets (urm n )
n←1
while n ≤ N do
Random shuffle the row of the URM
numus er s ← r nd ([100, 2500])
num i t ems ← r nd ([100, 2500])
urm n ← Selection of numus e r s , num i t ems from URM
if density(urm n ) ∈ [0.0005, 0.01] then
n ←n+1

For a given recommendation model (User-kNN, Item-kNN, and
SVD), an attack strategy (six attack strategies), an attack size (1%m
2.5%, and 5%), and each dataset (ML-20M, Yelp, and LFM-1b), we generate N = 600 samples (sub-datasets) resulting in a total number of
162 study cases (i.e., 54 for each attack size) obtained by performing
97200 attack simulation experiments. We force the densities of the
generated urmn to be in a predefined range of [0.0005, 0.01]) to obtain realistic density values. Table 3 summarize the statistics related
to each IV (data characteristics) for the 600 generated data-samples.

Table 3: Statistics of Independent Variables (N = 600)
Data

IVs
SpaceSizel oд
Shapel oд
ML-20M Densityl oд
Ginius e r
Gini i t em
Std r at inд
SpaceSizel oд
Shapel oд
Yelp
Densityl oд
Ginius e r
Gini i t em
Std r at inд
SpaceSizel oд
Shapel oд
LFM-1b
Densityl oд
Ginius e r
Gini i t em
Std r at inд
K = thousand, M = milion

Min
2K
0.366
0.010
0.266
0.528
0.902
240
0.331
0.002
0.052
0.068
0.988
168
0.800
0.004
-0.000
0.121
0.577

Max
2M
30.039
0.070
0.631
0.831
1.183
3M
3.509
0.071
0.563
0.634
1.299
589K
9.685
0.085
0.422
0.819
1.204

Mean
594K
2.985
0.019
0.547
0.737
1.050
618K
1.225
0.007
0.390
0.432
1.151
98K
2.444
0.016
0.255
0.590
0.950

σ
537K
2.773
0.007
0.059
0.052
0.030
695K
0.510
0.007
0.089
0.090
0.035
120K
1.026
0.014
0.088
0.124
0.077

Parameters and settings: Before building the regression model,
the dataset characteristics are mean-centered. We set the recommendation list k = 10 for all experiments. We execute experiments
considering three quantities of added fake users equal to 1%, 2.5%,
and 5% of the number of users in each data sample. However, since
larger attack size is impactful in every condition, it is less meaningful to analyze the impact of data characteristics when attacks
are consistently effective in all experimental cases. Therefore, we
focus our attention only on the smaller size of injected profiles
(1%). Finally, we select the number of attacked items at 0.05% of the
number of items in each data sample. To ensure a general analysis

of the framework, inspired by [5], we randomly select the same
number of target items from all items’ popularity quartiles.
Explanatory regression model evaluation: While prior research
in shilling attacks on RS largely focus on predictive modeling tasks,
i.e., to assess the effectiveness of attacks measured in terms of stability (e.g., HR@k ) and predictive accuracy [3] metrics, in this
work we build an explanatory statistical model with the goal to
validate the hypothesis if there exists an underlying relationship
between data characteristics and the explanatory model output
∆H R@k . After validating this hypothesis, our secondary goal is
to compute the significance and directionality of this relationship.
Thus, the evaluation metrics presented here aim toward assessing
the outcome of the explanatory model:
Coefficient of determination (R 2 ). R 2 is a common metric in statistics
to measure how well the data fit a (linear) regression model [46]. R 2
represents the proportion of variation in the DV that is explained
by the IVs. R 2 values range from 0 to 1, 1 means that the DV is completely explained by IVs, while 0 indicates that the model explains
none of the variability in the output. For instance, an R 2 of 0.58
means that IVs explains the 58% of variations in the DV.2
Significance of the measured regression coefficients. The p-value
for each regression coefficient tests the null-hypothesis that the
coefficient is equal to 0 (i.e., the IV does not influence the DV). A
small p-value (p < 0.05) indicates that there is enough evidence
to reject the null-hypothesis (i.e., an effect) and we can assert that
the findings are “statistically significant”. To help the reader, in the
result Tables 4 and 5, we use the signs * (p < 0.05), ** (p < 0.01)
and *** (p < 0.001) to report which of the coefficient computed
are statistically significant. It should be noted that we rely only on
statistically significant results in presenting a discussion about the
results and drawing the final conclusions.
Directionality of the measured regression coefficients. The sign of the
regression coefficient indicates whether there is a positive relation
between variation on an IV and DV or a negative relationship. This
information might be used by a system designer to understand
and anticipate potential variations in the robustness performance
against shilling attacks of the maintained recommender system.
Evaluation Questions: To better understand the merits of the proposed explanatory framework, our aim is to answer the following
evaluation questions through the course of experiments:
Q1: Is there an underlying relationship between the presented
set of dataset characteristics (IVs) computed from the URM
(cf. Section 3.1) and the effectiveness of shilling attack on CF
models (DV) measured in terms of ∆H R@k ?
Q2: How significant is the impact of each IV on the effectiveness
of shilling attacks measured in terms of ∆H R@k ? What is
the directionality of this impact (positive or negative)?
Q3: Do the demonstrated IVs present a consistent behavior when
data samples are combined from datasets of all domains (i.e.,
a domain-independent behavior)?

2 In explaining the results presented in Table 4 and 5, we rely on (ad j .R 2 ) a modified
version of R 2 , which unlike the latter is not affected by new features added rather if
the new feature truly contributes to the overall performance.

Table 4: Regression results for the within dataset analysis (attack size 1%).
∆H R@10
R 2 (ad j .R 2 )
Const ant
SpaceSizel oд
Shapel oд
Random
Densityl oд
Ginius er s
Gini i t em
Std r at inд
R 2 (ad j .R 2 )
Const ant
SpaceSizel oд
Shapel oд
Love-Hate
Densityl oд
Ginius er s
Gini i t em
Std r at inд
R 2 (ad j .R 2 )
Const ant
SpaceSizel oд
Bandwagon Shapel oд
Densityl oд
Ginius er s
Gini i t em
Std r at inд
R 2 (ad j .R 2 )
Const ant
SpaceSizel oд
Shapel oд
Popular
Densityl oд
Ginius er s
Gini i t em
Std r at inд
R 2 (ad j .R 2 )
Const ant
SpaceSizel oд
Shapel oд
Average
Densityl oд
Ginius er s
Gini i t em
Std r at inд
R 2 (ad j .R 2 )
Const ant
SpaceSizel oд
Perfect
Shapel oд
Knowledge
Densityl oд
Ginius er s
Gini i t em
Std r at inд
***p ≤ .001, **p ≤ .01, *p ≤ .05

4.2

ML-20M
0.761(0.758)
.179***
-0.063***
.184***
-0.189***
.277
-0.102
-0.072
0.806(0.803)
.267***
-0.027*
.209***
-0.198***
.347
-0.430
-0.179
0.777(0.774)
.180***
-0.068***
.190***
-0.188***
.342
-0.041
-0.036
0.860(0.859)
.589***
-0.020
.187***
-0.335***
.225
.491
-0.182
0.759(0.756)
.187***
-0.063***
.182***
-0.189***
.296
-0.072
-0.065
0.790(0.787)
.267***
-0.039**
.187***
-0.139***
.399
.270
-0.135

User-kNN
Yelp
0.838(0.835)
.609***
.041
.248***
-0.316*
-0.012
-0.485
.287
0.839(0.837)
.657***
.042
.131*
-0.290*
.114
-0.150
.239
0.835(0.833)
.607***
.040
.266***
-0.305*
.110
-0.483
.284
0.787(0.784)
.810***
-0.411***
.028
-1.175***
1.050**
1.735***
.002
0.831(0.829)
.609***
.048
.260***
-0.290*
.074
-0.522
.299
0.836(0.834)
.608***
.071
.256***
-0.247
-0.067
-0.582
.269

LFM-1b
0.673(0.668)
.717***
-0.629***
.288*
-1.546***
1.901***
1.753***
-0.152
0.673(0.668)
.717***
-0.628***
.287*
-1.544***
1.896***
1.754***
-0.151
0.673(0.668)
.717***
-0.635***
.293*
-1.559***
1.919***
1.755***
-0.151
0.670(0.665)
.724***
-0.617***
.268*
-1.521***
1.872***
1.764***
-0.129
0.673(0.668)
.717***
-0.632***
.291*
-1.553***
1.907***
1.755***
-0.150
0.676(0.671)
.717***
-0.609***
.271*
-1.508***
1.815***
1.746***
-0.132

ML-20M
0.820(0.818)
.262***
.008
.139***
-0.174***
-0.223
-0.305
-0.120
0.841(0.839)
.419***
.125***
.103***
-0.071*
-0.852***
-0.583**
-0.188
0.818(0.816)
.244***
-0.015
.145***
-0.192***
-0.080
-0.158
-0.087
0.913(0.912)
.537***
.099***
.176***
-0.162***
-0.318
-0.225
-0.353*
0.819(0.816)
.276***
.018
.136***
-0.162***
-0.265
-0.284
-0.114
0.828(0.826)
.275***
.006
.137***
-0.181***
-0.184
-0.226
-0.142

Results and Discussion

We begin our experimental analysis by answering the aboveoutlined evaluation questions, in two separate studies: WithinDataset Analysis, and Between-Dataset Analysis, presented subsequently.
4.2.1 Within-Dataset Analysis. The first part of the study contemplates answering Q1: “Is there an underlying relationship between
the described set of IVs computed from the URM and the DV ?”
Given a dataset, a recommendation model and an attack strategy,
we build an explanatory-regression model to explain the relationship between the six IVs and the DV. Regression results for the
within-dataset analysis across different dimensions are summarized in Table 4. The results obtained for the adjusted coefficient of
determination (adj.R 2 ) in Table 4 reveal that the six dataset characteristics can explain more than 60% of the variation in ∆H R@k
irrespective of the attack type, CF model and domain (dataset). For
instance, by focusing at one randomly selected attack (e.g., the
Popular attack), against User-kNN, Item-kNN, and SVD models
on samples extracted from ML-20M, one can note that the six IVs
can respectively explain 85.9%, 91.2% and 77.2% of the variations in
∆H R@k . The corresponding adj.R 2 values for three models on Yelp

Item-kNN
Yelp
0.815(0.812)
.610***
.003
.198***
-0.376**
.030
-0.241
.326
0.822(0.820)
.662***
.028
.065
-0.316*
-0.002
.043
.259
0.813(0.810)
.609***
-0.002
.212***
-0.382**
.104
-0.251
.315
0.762(0.759)
.788***
-0.441***
.084
-1.261***
1.129**
1.305***
.049
0.813(0.811)
.608***
.010
.201***
-0.359**
.028
-0.243
.312
0.823(0.821)
.603***
.027
.247***
-0.335**
.093
-0.506
.342

LFM-1b
0.666(0.662)
.715***
-0.520***
.125
-1.366***
.891
1.784***
.012
0.665(0.661)
.716***
-0.506***
.105
-1.337***
.831
1.806***
.022
0.665(0.661)
.715***
-0.514***
.116
-1.354***
.869
1.797***
.016
0.660(0.655)
.705***
-0.517***
.118
-1.361***
.879
1.715***
.017
0.666(0.661)
.715***
-0.513***
.114
-1.352***
.857
1.796***
.019
0.670(0.666)
.711***
-0.504***
.104
-1.337***
.789
1.771***
-0.004

ML-20M
0.843(0.841)
.482***
.040*
.207***
-0.274***
.178
.102
-0.240
0.825(0.823)
.655***
.073***
.059***
-0.209***
-0.231
.985***
-0.168
0.841(0.839)
.435***
-0.006
.244***
-0.314***
.602***
.268
-0.290
0.774(0.772)
.724***
.009
.084***
-0.337***
-0.055
1.346***
-0.043
0.845(0.843)
.502***
.046**
.189***
-0.271***
.095
.258
-0.242
0.847(0.845)
.479***
.034*
.207***
-0.277***
.240
.216
-0.289

SVD
Yelp
0.908(0.907)
.524***
.368***
.275***
.393***
-0.660**
-1.270***
.311*
0.911(0.910)
.578***
.393***
.105*
.434***
-0.920***
-0.764*
.278
0.914(0.912)
.522***
.372***
.278***
.401***
-0.680**
-1.278***
.321*
0.866(0.864)
.775***
-0.238**
.041
-0.898***
.199
1.195**
.237
0.910(0.909)
.523***
.373***
.273***
.405***
-0.652**
-1.267***
.322*
0.914(0.913)
.519***
.382***
.275***
.427***
-0.714**
-1.284***
.290

LFM-1b
0.790(0.788)
.688***
-0.368***
.192
-1.047***
.988*
1.355***
-0.108
0.789(0.787)
.688***
-0.364***
.194
-1.044***
.972*
1.309***
-0.073
0.786(0.784)
.689***
-0.366***
.206*
-1.047***
.976*
1.276***
-0.066
0.784(0.781)
.694***
-0.391***
.210*
-1.092***
1.082*
1.347***
-0.062
0.790(0.788)
.690***
-0.339***
.167
-0.991***
.833*
1.317***
-0.079
0.793(0.790)
.688***
-0.358***
.198*
-1.032***
.969*
1.276***
-0.085

are 78.4%, 75.9%, and 86.4%, and for LFM-1b 66.5%, 65.5% and 78.1%.
The adj.R 2 coefficient reaches maximum values for the SVD model
on samples extracted from Yelp (adj.R 2 > 85%), while minimum on
User-kNN for LFM-1b (66% < adj.R 2 < 67%). These results provide
(strong) empirical evidence to support the hypothesis that the six
identified IVs can explain a substantial portion of the variations in
the attack impact measured by ∆H R@k independently from <attack,
dataset, model> combination. The explanatory power is highest
for the model-based SVD approach (when comparing the global
behavior of each CF model), however not a similar observation
could be made in favor of a singular attack strategy.
The second part of the study concerns answering Q2: “How do
these data characteristics impact variations of ∆H R@k in terms of
the significance and directionality?”
In addition to investigating the underlying relationship between
data characteristics and attacks’ effectiveness against RS, our study
has a pragmatic goal, which entails providing insights about the
directionality and significance of the impact of such properties. We
discuss this aspect for each, or group, of IVs in the following:

Constant term: As mentioned in Section 4, all the IVs are meancentered before building the regression model. Therefore, the constant term represents the expected attack impact measured in terms
of ∆H R@k for a given <attack, CF-model, dataset> triplet. For example, considering the random attacks on User-kNN, for a random
sample (sub-dataset) with average dataset characteristics extracted
from ML-20M, Yelp, and LFM-1b, the expected ∆H R@k are 0.179,
0.609 and 0.717, respectively. The knowledge about expected performance can be useful in giving the system designer with a predictive
knowledge about attacks’ impacts under average conditions. However, it remains outside the main focus of this work, as we aim
for explanatory performance (rather predictive) of the system; we
nevertheless report these results for the sake of completeness.
Impact of data characteristics: The first observation is that unlike the findings in [2], which show a consistent significant behavior
for all the aforementioned IVs in explanation of the general performance of RS (not for shilling attacks), the significance of the computed regression coefficients for the IVs tends to vary for each IV or
group of IVs. The results show that the regression coefficients computed for the structural URM characteristics (i.e., SpaceSizeloд ,
Shapeloд , Densityloд ) are statistically significant. This suggests
that there is enough statistical evidence to support the hypothesis
that structural URM characteristics can explain the variations in
the DV (p < 0.05, 0.01, 0.001), which is equal to state that there is
an underlying relations between these three IVs and the DV. However, results for the other IVs vary depending on <attack, CF-model,
dataset> triplet, or can be insignificant as in the case of Stdr at inд .
For instance, the coefficients for Gini indices (i.e., Giniuser and
Gini it em ) are mostly significant for shilling attacks against SVD
particularly for samples drawn from the Yelp and LFM-1b datasets.
The coefficients for Stdr at inд are insignificant (p-value > 0.05) in
all experimented cases, except for two cases <Random/Average
attack, SVD, Yelp>, implying that this dataset characteristic, which
deals directly with rating values of the URM, plays a insignificant
role on the impact of shilling attacks against CF models.
In summary, the results of within-dataset analysis provide strong
statistical evidence that structural URM characteristics (i.e., Shapeloд ,
SpaceSizeloд , Densityloд ) play a pivotal role on the impact of attacks
targeted on CF models for all cases in the <attack, CF, dataset> triplet;
rating frequency features play a significant role mostly for attacks
targeted on model-based SVD recommendation. Finally, the role of
Stdr at inд feature (dealing directly with rating values) cannot be confirmed as they showed no evidence of having a significant impact.
Given the statistical significance of the regression coefficients
for a number of IVs, the next step is to explore the directionality
of this impact. Results summarized in Table 4 show that the effect
of Densityloд is negative on ∆H R@k across majority of the cases
in <attacks, CF-model, dataset> triplet (except the ones on <SVD,
Yelp>. This result is interesting and is consistent with findings in
RS literature that increasing the density (or decreasing sparsity) of
the URM not only improves the general performance of CF models
(as recognized in the prior research [2, 12]), but also reduces the
likelihood of attacks’ effectiveness. One plausible explanation can
be as follows: if we fix3 number of users and items and increase the
3 Note

that in providing these examples, we fix other IVs and focus on the impact of
one singular IV.

Table 5: Regression results for the between dataset analysis (attack
size 1%).
∆H R@10
R 2 (ad j .R 2 )
ML-20M (Constant)
Yelp
LFM-1b
SpaceSizel oд
Random
Shapel oд
Densityl oд
Ginius er
Gini i t em
Std r at inд
R 2 (ad j .R 2 )
ML-20M (Constant)
Yelp
LFM-1b
SpaceSizel oд
Love-Hate
Shapel oд
Densityl oд
Ginius er
Gini i t em
Std r at inд
R 2 (ad j .R 2 )
ML-20M (Constant)
Yelp
LFM-1b
SpaceSizel oд
Bandwagon
Shapel oд
Densityl oд
Ginius er
Gini i t em
Std r at inд
R 2 (ad j .R 2 )
ML-20M (Constant)
Yelp
LFM-1b
SpaceSizel oд
Popular
Shapel oд
Densityl oд
Ginius er
Gini i t em
Std r at inд
R 2 (ad j .R 2 )
ML-20M (Constant)
Yelp
LFM-1b
SpaceSizel oд
Average
Shapel oд
Densityl oд
Ginius er
Gini i t em
Std r at inд
R 2 (ad j .R 2 )
ML-20M (Constant)
Yelp
LFM-1b
Perfect
SpaceSizel oд
Knowledge
Shapel oд
Densityl oд
Ginius er
Gini i t em
Std r at inд
***p ≤ .001, **p ≤ .01, *p ≤ .05

User-kNN
0.832(0.831)
.179***
.429***
.537***
-0.197***
.153***
-0.729***
.552***
.728***
-0.057
0.817(0.816)
.267***
.390***
.449***
-0.142***
.174***
-0.620***
.679***
.429***
-0.073
0.831(0.831)
.179***
.427***
.537***
-0.199***
.161***
-0.730***
.589***
.720***
-0.059
0.744(0.742)
.589***
.222***
.133***
-0.059***
.191***
-0.445***
.544***
.229*
-0.124
0.828(0.827)
.187***
.421***
.529***
-0.193***
.152***
-0.718***
.559***
.717***
-0.054
0.812(0.811)
.266***
.341***
.449***
-0.141***
.167***
-0.613***
.479***
.546***
-0.061

Item-kNN
0.814(0.813)
.262***
.347***
.452***
-0.096***
.108***
-0.550***
-0.008
.439***
.058
0.774(0.773)
.419***
.243***
.295***
.040***
.090***
-0.289***
-0.218
.021
.055
0.818(0.817)
.244***
.364***
.470***
-0.118***
.115***
-0.591***
.082
.497***
.058
0.741(0.740)
.537***
.252***
.166***
.051***
.169***
-0.252***
-0.050
-0.258*
-0.011
0.810(0.809)
.275***
.332***
.438***
-0.082***
.107***
-0.522***
-0.039
.407***
.059
0.813(0.812)
.274***
.328***
.434***
-0.088***
.109***
-0.540***
-0.035
.387***
.048

SVD
0.843(0.843)
.482***
.041***
.204***
.047***
.204***
-0.253***
.101
-0.032
-0.029
0.833(0.832)
.655***
-0.077***
.031***
.113***
.083***
-0.137***
-0.285**
.122
-0.032
0.848(0.848)
.435***
.087***
.253***
.008
.235***
-0.331***
.267*
-0.019
-0.018
0.800(0.799)
.725***
.051***
-0.032***
.040**
.111***
-0.283***
-0.140
.288**
-0.017
0.844(0.843)
.502***
.020***
.186***
.065***
.192***
-0.219***
.011
-0.062
-0.013
0.847(0.846)
.479***
.039***
.207***
.049***
.206***
-0.250***
.087
-0.048
-0.031

number of genuine ratings for instance by asking users to rate more,
the accuracy of similarities computed is improved due to using more
genuine ratings. As these similarities are generally vulnerable to
the insertion of fake profiles, adding more genuine feedbacks can
help to decrease the impact of attacks.
Additionally, we can note that SpaceSizeloд has a negative impact on ∆H R@k in neighborhood models, which means that increasing the space size of the URM makes neighborhood models less
vulnerable against attacks. Higher SpaceSizeloд (under fixed sparsity) means larger number of users/items and ratings. This provides
neighborhood models with more non-malicious candidate users
(and items) to compute similarities and can reduce the effect of attacks. Finally and on the contrary, Shapeloд presents a consistently

positive influence on the efficacy of the attacks. This is a novel
insight. We can explain it by considering the following example:
increasing Shapeloд leads to an increased number of users with respect to items (i.e., decreasing items) in this way it could be easier to
push the target item to higher positions inside the recommendation
list (i.e., fewer items contribute to the recommendation).
4.2.2 Between-Dataset Analysis: The goal of the within-dataset
analysis presented in the previous section was to investigate the
impact of data characteristics on shilling attacks for each <attack,
CF-model, dataset> triplet. In this section, we aim to provide a
domain-independent analysis of the same study (impact of data
characteristics on attacks’ effectiveness) by combing rating scores
of all three datasets. The regression model and the OLS follow Eq. 11
and 13 and we replicate the exact procedure described in [2]. Note
that the DV here contains rating samples from all three datasets.
Results of the between-dataset analysis are summarized in Table 5.
The adjusted coefficients of determination adj.R 2 in Table 5 are consistent with those in within-dataset analysis in most experimental
cases. For instance, adj.R 2 tells us that the selected IVs explain
more than 80% of the variation in ∆H R@k independently form
<attack, CF-model> pair. Furthermore, results still support that
structural URM properties have a statistically significant impact on
each CF model. In fact, the p-values of SpaceSizeloд , Shapeloд , and
Densityloд regression coefficients are less than 0.001 in each pair
of experiments. Moreover, the directionality analysis of structural
IVs in Table 5 is consistent with the insights drawn from previous study. In summary, for all CF models, Shapeloд has a positive
impact, Densityloд has a negative influence, while the impact of
SpaceSizeloд is (for most cases) negative on neighborhood recommenders and positive on model-based models. Additionally, Table 5
shows rating frequency IVs have not shared statistically significant
impact on the DV.
In summary, the results of the between-dataset analysis support
those presented in the within-dataset analysis. Given the heterogeneity
of domains and variety of attack and CF models tested, this can be
interpreted by the fact that effects of data characteristics studied in
this work are NOT domain-specific and the insights/conclusions
obtained from this study can be applied to a broad range of domains
for most popular attack and CF models.
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type of interaction, model-based CF can be for example classified
according to linear MF approaches [14, 47] and non-linear models
such as the ones based deep neural networks [54]. These different
functioning mechanisms of the neighborhood and model-based
models, make them suitable choices for the study of shilling attacks,
as they were considered in this study.
Security of Collaborative Recommender: Attacks on RS can
be conducted based on two main classes: (i) hand-crafted, and (ii)
machine-learned [16]. The former relies on hand-engineered fake
user profiles (typically a rating profile) injected to the system, while
the latter are machine-learning attacks optimized to find minimal
perturbation of the URM to alter recommendation performance [34].
The focus of the present work is on shilling attacks, however, the
results/insights obtained by this study can be extended and applied
to other e.g., machine-learned attacks.
Shilling attacks against recommendation models can be categorized based on various dimensions: the intent behind the attack (push or nuke) [32, 36], and the attacker’s knowledge, i.e.,
informed [19, 37] and semantic-enhanced [7] attacks. A large number of research articles has been produced in the context of shilling
attacks, which can be broadly categorized into three research directions: (i) attack types [19, 32, 35], (ii) detection strategies [4, 11, 38]
and (iii) robustness evaluation [42]. A common characteristic of
the prior literature is that they are mostly focused on the algorithmic and procedural exploration and analysis of attack and defense
strategies. The user-rating matrix (URM) (and properties extracted
from it) is the pivotal information source of CF and attack models.
A substantial amount of works explored the effects of different data
characteristics measured from URM on recommendation accuracy.
For instance, the sparsity of the dataset has been widely studied
since it largely influences recommendation accuracy [2, 12], and
so the skeweness of data (i.e., the distribution of feedback across
items) has been demonstrated to influence the problem of predicting customer behavior and suggesting matching products [8, 25].
However, we believe that there exists a lack of systematic and largescale analysis of the impact of dataset characteristics (e.g., sparsity,
size, rating skewness) on the robustness of collaborative models
against shilling attacks. The goal of this work is to fill this gap by
investigating the effects of URM data characteristics on an attack
performance metric with explanatory-based regression models.

RELATED WORK

Collaborative Recommendation: Recommendation techniques
are generally classified into collaborative filtering (CF), contentbased filtering (CBF), and hybrid [1, 48]. CBF models recommend
items similar to those users preferred in the past based on the item’s
characteristics (e.g., item content). CF leverages users’ collective behavior data such as interactions and stated preferences to compute
recommendations. Hybrid models combine CF and CBF techniques
under a unique framework. In this study, we focus on two broadly
adopted classes of CF models, namely: neighborhood-based [17, 23]
and model-based [47, 52] approaches.
While neighborhood models rely on computing similarities from
user behavioral data (i.e., user-user or item-item similarities), to
predict unknown user preferences, model-based recommenders
transform items and users into a shared latent factor space whose
interactions explain the observed interactions. Depending on the
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CONCLUSION

The goal of this work is to study the impact of data characteristics
on the effectiveness of most famous shilling attacks against popular
CF methods. We considered a suite of data characteristics, which
can be classified according to: (i) the structure of the URM, (ii)
the rating frequency distribution, and (iii) the rating values. We
used a regression-based explanatory model and relied on statistical
significance with informed p-value in order to verify the impact of
data characteristics.
Results of extensive experiments provide sufficient statistical
evidence to accept the hypothesis that, first, the identified data
characteristics can account for a considerable portion of variations
in attack performance (global perspective) and, second, that there remain considerable differences in the significance (and directionality)
of this impact among features. For instance, while URM structural

properties (size, shape, density) consistently indicate having an impact on the model output, the rating property (standard deviation of
ratings) does not show an effect. Distribution properties (Gini user
and item) show a higher impact on memory-based models. As the
proposed explanatory framework can support a system designer in
evaluating the robustness performance looking at the dataset characteristics, we plan to extend the set of studied characteristics (e.g.,
user-item relations), CF models (e.g., deep learning approaches) and
adversarial machine-learned attacks [16].
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