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Abstract—Smart Cities require large-scale, heterogeneous In-
formation and Communication Technology (ICT) services, whose
workload profiles often have unpredictable variability sources.
Software-Defined Networking exploits Network Function Virtual-
ization to face these challenges, integrating cloud and Internet of
Things deployments. This paper presents a novel semantic-based
network orchestration and management framework, including:
(1) a high-level domain ontology to model contextual scenario
knowledge; (2) a translator to generate a low-level ontology from
the YANG network information model. Tests on a prototypical
implementation of the proposed framework have concerned
checking network requirements against metrics and constraints,
in order to detect violations and provide context-aware correction
suggestions.

Index Terms—Semantic Web, Software-Defined Networks, YANG
data modeling, SWRL

I. INTRODUCTION

Information and Communication Technology (ICT) services
for Smart Cities face growing challenges involving scale,
pervasiveness, heterogeneity and workload variability. The
Software-Defined Networking (SDN) paradigm, based on Net-
work Function Virtualization (NFV), is increasingly adopted
to overcome emerging issues of configurability and scala-
bility [1]. Artificial Intelligence (AI) techniques have been
exploited in latest years to optimize performance and flexibility
of SDN resource configuration w.r.t. conventional approaches.
Several works have exploited machine learning [2l], [3] or
automated reasoning [4]], [5]. In particular, ontology-based ap-
proaches allow describing network policies with unambiguous
meaning and applying formal verification techniques.

This paper proposes a novel approach to integrate Semantic
Web technologies in a Decision Support System (DSS) for
network management and orchestration. The framework is
based on an automatic translation of a low-level ontology
from the available network information model in YANG (Yet
Another Next Generation) language [6] and a subsequent map-
ping of network node descriptions to ontology-based entities.
Semantic Web Rule Language (SWRL) [7]] rules further enrich
the resulting Knowledge Base (KB) to detect requirement
violations and to suggest corrective actions. Section [II| de-
scribes how the KB is built from the network information
model, while Section presents the DSS framework, before
conclusion.
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Fig. 1: YANG to OWL translator architecture
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II. AUTOMATIC SDN MODEL GENERATION

In the YANG specification, [6] schema definition is com-
posed by several modules and submodules. Each module con-
tains a list of statements, defining domain entities, attributes,
and reusable schemas or data node definitions. YANG is
widely adopted in the network control industry domain to
define communication schema between endpoints, including
the Open Network Foundation Transport API (TAPI) [8].

The proposed approach includes an automatic translator for
YANG network information models to corresponding Knowl-
edge Bases (KBs) in the Web Ontology Language (OWL) [9]
2. An OWL KB consists in a Terminological Box (TBox, a.k.a.
ontology), containing classes and properties in the knowledge
domain, and an Assertion Box (ABox), which includes specific
assertions (or facts) concerning individuals (i.e., instances) of
the specific problem. Figure [T] shows the translator architec-
ture. The YANG Parser front end reads input YANG modules
and builds an intermediate Abstract Syntax Tree (AST). The
OWL Ontology Factory back end generates the target OWL
KB. The tool translates each node representing a schema entity
into an OWL class, while leaf attributes are converted to OWL
data properties. Using the output OWL ontology, the proposed
framework performs automatic annotation of ABox individ-
uals from network configuration instances (usually encoded
in JavaScript Object Notation, JSON) which are valid w.r.t.
the initial YANG modules. The SDN controller exposes a
northbound TAPI RESTful connector. The translator produces
a detailed network description from the YANG information
model and the contextual data the controller provides. The
generated ontology, however, lacks several logic relationships
between the domain classes, since they cannot be modeled
through YANG constructs. To overcome this limitation, the
proposed framework adopts a two-level ontology design pat-
tern: relevant entities of the TAPI KB (generated as explained
in Section are mapped to a higher-level DSS KB, which
contains the descriptions of the contextual relationships be-
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Fig. 2: DSS Ontology

tween network components w.r.t. the DSS Ontology shown in
Figure [2] The upper NetworkEntity and Network Service
Level (NSL) classes respectively represent generic network
entities and network quantitative features (e.g., bandwidth,
latency, jitter, energy consumption). Network entities include
Topology, Node, Link and connectivity Service. A node
having connectivity service endpoints is a Host, otherwise
a Switch. For each NSL the hasTarget property links
the associated NetworkEntity, hasValue contains the
reference value and hasType denotes the Key Performance
Indicator (KPI). NSL specializes into requirements (NSLA -
Network Service Level Agreement) and actual measurements
(NSLV - Network Service Level Value). If the DSS detects a
violation of a NSLA by a NSLV, the latter is reclassified as
a Violation. Based on this TBox, the DSS KB ABox is
generated at run time by mapping each relevant entity in the
TAPI KB to a new individual described w.r.t. the new DSS
Ontology.

III. SEMANTIC-BASED DSS

Figure |3| shows the overall architecture of the proposed
DSS. Reasoning is provided by the Owlready2 [10] Python
library, which allows mapping OWL entities with object-
oriented classes and instances, and vice versa. Owlready?2 also
deals with SWRL rules [7]], which have been created to extend
OWL capabilities by supporting three types of tasks: (1) infer
additional DSS individual facts from TAPI ABox assertions,
e.g., the maximum bandwidth for a service cannot exceed the
maximum link capacity; (2) detect NSLA violations, e.g., if
a NSLV is greater than a corresponding NSLA threshold; (3)
execute actions on individuals when specific conditions are
verified, e.g., rearrange topology when an energy constraint
violation occurs.

The DSS has a southbound connector toward standard TAPI
network controllers and a northbound REST (REpresentational
State Transfer) interface for client applications. A Web-based
User Interface (UI) summarizes the DSS performance metrics,
the active NSLAs and the suggested corrective actions, and
allows the user to edit them. The DSS core includes the fol-
lowing components: (i) Ontology Manager, managing both the
low-level ontology generated by the YANG-to-OWL translator
and the high-level DSS Ontology; (ii) Semantic Annotator,
generating ABox individuals dynamically from JSON network
descriptions; (iii)) Rule Manager, providing Create, Read,
Update and Delete (CRUD) operations to edit SWRL rules
at runtime; (iv) Actuator, automating the execution of tasks,
exploiting the execute (?£f, ?2t) object property in SWRL
rules, where ? f is a Python function and ?t is a KB individual
passed as argument.
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Fig. 3: Semantic network management architecture

IV. CONCLUSION

The paper has proposed a DSS for network management
and orchestration, leveraging Semantic Web technologies. The
core idea of the proposal is a two-level ontology modeling,
in order to enrich contextual information with more complex
semantic descriptions by using a higher-level ontology. SWRL
rules map facts between the two KBs as well as trigger specific
actions when a constraint violation is detected. The approach
is able to manage complex network information models and
will be further investigated in future work, integrating network
simulators to fully evaluate the proposal.
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